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ANALYSIS OF LOSS OF C ONT ROL OVER SENSIT IVE PERSONALLY IDENT IFIABLE INFORMAT ION    
AND FOLLOW-UP AC T IONS T O ST RENGT HEN IT S PROT EC T ION        

Bibliog ov, United States, 2013. Paperback. Book Condition: New. 246 x 189 mm. Lang uag e: Eng lish . Brand New Book ***** Print on Demand
*****.On Aug ust, 28, 2007 we issued a memorandum on our analysis of the circumstances surrounding  the July 27, 2006 theG of an OIG laptop
from a g overnment vehicle in Doral, Florida and a prior theG that had occurred on April 24, 2006 from a hotel conference room in Orlando,
Florida. Both laptops contained Sensitive Personally Identifiable Information (SPII) information on 138,000 individuals that heig htened their
potential risk of identity theG. Following  our notification of the July theG, Members of the Florida cong ressional deleg ation requested that we
examine our procedures for handling  and storing  such information and identify steps we have taken to ensure that such a breach would not
happen ag ain. As part of our eJorts, we employed ID Analytics, Inc. to monitor the SPII information to determine if it was being  exploited. We
have now received four reports from ID Analytics and it appears that the loss of control has not resulted in identity theG. We identified three
interrelated factors that contributed to the loss of our control over the sensitive personal information stored on the laptops: (1) measures
taken to protect the physical security of the laptops were insuJicient; (2) the data on the laptops had been decrypted to preserve the data
during  an upg rade to the OIG s information technolog y (IT) system; and (3) SPII databases were stored on laptop computers, which are
inherently less secure than computers that operate in a centralized environment. The memorandum also sets forth the steps we have taken to
improve the physical security of our laptops and improve how sensitive personal information is handled and stored.
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