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Paperback. Book Condition: New. Paperback. With the increasing utilization of Internet services and cloud computing by most organizations
(both private and public), it is clear that computing is becoming the 5th utility (along with water, electricity, telephony and gas). These
technologies are used for almost all types of systems, and the number is increasing, including Critical Infrastructure systems. Even if Critical
Infrastructure systems appear not to rely directly on cloud services, there may be hidden inter-dependencies. This is true even for private cloud
computing, which seems more secure and reliable. The critical systems can began in some cases with a clear and simple design, but evolved
as described by Egan to rafted networks. Because they are usually controlled by one or few organizations, even when they are complex
systems, their dependencies can be understood. The organization oversees and manages changes. These Cl systems have been affected by
the introduction of new ICT models like global communications, PCs and the Internet. Even virtualization took more time to be adopted by
Critical systems, due to their strategic nature, but once that these technologies have been proven in other areas, at the end they are adopted
as well, for different reasons such as costs. A new technology model is happening now based on some previous technologies (virtualization,
distributing and utility computing, web and software services) that are offered in new ways and is called cloud computing. The organizations
are migrating more services to the cloud; this will have impact in their internal complexity and in the reliability of the systems they are offering
to the organization itself and their clients. Not always this added complexity and associated risks to their reliability are seen. As well, when two
ormore Cl systems are interacting, the risks of one can affect the rest, sharing the...
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