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attack. A module is required to eitherinclude special environmental protection features
designed to detect fluctuations and zeroize critical security parameters, or to undergo rigorous
environmental failure testing that provides a reasonable assurance that the module will not be
affected by fluctuations outside of the normal operating range in a manner that can
compromise the security of the module. Level 4 allows software cryptography in multi-user
timeshared systems when a B2 or equivalent trusted operating system is employed. A B2
trusted operating system provides additional assurances of the correct operation of the security
features of the operating system. 2 DEFINITIONS AND ACRONYMS 2. 1 Definitions The following
definitions are used throughout this standard: Automated key distribution: the distribution of
cryptographic keys, usually in encrypted form, using electronic means, such as a computer
network...
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