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***** Uncover the secrets of Linux binary analysis with this handy guide About This Book * Grasp the intricacies of the ELF binary format of UNIX
and Linux * Design tools for reverse engineering and binary forensic analysis * Insights into UNIX and Linux memory infections, ELF viruses, and
binary protection schemes Who This Book Is For If you are a software engineer or reverse engineer and want to learn more about Linux binary
analysis, this book will provide you with all you need to implement solutions for binary analysis in areas of security, forensics, and antivirus.
This book is great for both security enthusiasts and system level engineers. Some experience with the C programming language and the Linux
command line is assumed. What You Will Learn * Explore the internal workings of the ELF binary format * Discover techniques for UNIX Virus
infection and analysis * Work with binary hardening and software anti-tamper methods * Patch executables and process memory * Bypass anti-
debugging measures used in malware * Perform advanced forensic analysis of binaries * Design ELF-related tools in the C language * Learn to
operate on memory with ptrace In Detail Learning Linux Binary Analysis is packed with knowledge and code that will teach you the inner
workings of the ELF format, and the methods used by hackers and security analysts for virus analysis, binary patching, software protection and
more. This book will start by taking you through UNIX/Linux object utilities, and will move on to teaching you all about the ELF specimen. You
will learn about process tracing, and will explore the different types of Linux and UNIX viruses, and how you can make use of ELF Virus
Technology...
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