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Createspace Independent Publishing  Platform, United States, 2014. Paperback. Condition: New.
Lang uag e: Eng lish . Brand New Book ***** Print on Demand *****. To interact with various
services in the cloud and to store the data g enerated/processed by those services, several
security capabilities are required. Based on a core set of features in the three common cloud
services - Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Software as a
Service (SaaS), we identify a set of security capabilities needed to exercise those features and
the cryptog raphic operations they entail. An analysis of the common state of practice of the
cryptog raphic operations that provide those security capabilities reveals that the manag ement
of cryptog raphic keys takes on an additional complexity in cloud environments compared to
enterprise IT environments due to: (a) difference in ownership (between cloud Consumers and
cloud Providers) and (b) control of infrastructures on which both the Key Manag ement System
(KMS) and protected resources are located. This document identifies the cryptog raphic key
manag ement challeng es in the context of architectural solutions that are commonly deployed
to perform those cryptog raphic operations.
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